BRINGING SENSE TO WIRELESS

User Guide

Object This document briefly presents the functions and uses offered by the Android mobile application INS-
PADLOCK-II-DEMO.
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BRINGING SENSE TO WIRELESS Download & Installation

1. Download & Installation

Allow installation of apps from unknown sources in your mobile security settings.

1.1. Allow unknown sources applications

Unknown sources

Allow installation of apps from unknown
sources

Unknown sources
Allow installation of apps from unknown .
sources

Data Protection
Protect your data from unwanted access

Data Protection
Protect your data from unwanted access

Your phone and personal data are
Credential storage more vulnerable to attack by apps Credential storage
from unknown sources. You agree
that you are solely responsible for

Storage type

any damage to your phone or loss Storage type
Hardware-hacked

of data that may result from using Hardware-backed
these apps.

Trusted credentials
Display trusted CA certificates

Trusted credentials

CANCEL oK Display trusted CA certificates

User credentials
View and modify stored credentials

User credentials
View and modify stored credentials

Install from SD card
Install certificates from SD card

Install from SD card
Install certificates from SD card

Clear credentials

Remnve all cortificatas

Clear credentials
Remove all certificates

1.2. APK download link

https://ineo-sense.com/downloads/INS Padlock Il DEMO vl.apk

1.3. Installation

Find the APK file on the SmartPhone, open it and follow the instructions.

An icon will be created on the home screen once the installation is complete.
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BRINGING SE} /i Find ACS- Padlock-1l & Connect

2. Find ACS- Padlock-Il & Connect

IMPORTANT It is necessary to have Bluetooth and location enabled and to have accepted the permissions
requested during the first launch.

When launching the application, the ACS-Padlock-Il scan starts Tracer-Cell-GPS
directly. Connexion

Each time a device is found, it will appear on the screen as shown

S/N C3000052

Padlock : 027138B5
ACS-Padlock - Open

Smart Cable - In

RSSI : -43dBm - Battery 100%

The[Smart Cable — Checks Disable]information means that the ACS-
Padlock-Il is not in Operation mode, however this does not change
the operation of the application — a button
change its mode.

To connect to the ACS-Padlock-lI, on the device Serial Number -
- Checks Disable

or its information. RSSI: -48dBm - Battery 76%

Padlock : 030DACC5

A loading popup will appear to inform the user that the connection ACS-Padlock - Open
isin progress. Smart Cable - Checks Disable
RSSI : -54dBm - Battery 100%

Enter the BLE PIN Code if requested (by default, 123456). In case the
device does not connect directly after entering it, simply click on it
again.

Stop Scan
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BRINGING SENSE TO WII Screen presentation

3. Screen presentation

3.1. Generalities

3.1.1. Navigation

E Status @

Status

Lock Management
The Burger Menu is available at the top left of all pages. This
menu allows direct access to a page, as well as disconnect

from the device. Profile management

Access to information is also available. L
Transmission Setup

Events Setup

NOTE In addition to the Burger Menu, screen-to-
screen navigation can be done by swiping left or TAP Setup
right, in a circular way.

Cable Management

Each time you arrive on a page, the information is only
collected from the device one second later for more fluidity in _):I Disconnection
the swipe and to only stop on the desired screen.

3.1.2. Application of confguration modifications

This indicates that changes are pending, to be sent to the device.
Once the changes have been entered, click on the Bluetooth icon to configure the device accordingly.
Once done, a popup indicates the end of the operation and the icon turns gray again.

Any change on a screen causes the Bluetooth icon to change to blue. ( . )
B

This principle is true on all screens.
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BRINGING SEH O WIF

Screen presentation

3.2. Status

Once connection is done, Status screen is open.

On this page the user will find several information related to the
status of the product.

We can modify:
UseriD..................... 4 hexa char, thus 2 bytes

PIN CODE BLE .......... 6 digits

The other reported status are:

LoRaWAN ................ current LoRaWAN JOIN status to a network
Battery level ............ Remainning batteyr level
Open Case................ Housing open detection occured

Smart Cable Issue ...Smart cable issue occured

The 2 buttons below have the respective function of
acknowledging the 2 above-mentioned detections and
disconnecting from the device.

S/N :

Status @

030DACC5 “”

Send
PIN CODE BLE: s
User ID : 1234
LoRaWAN: Unjoined
Battery level : 100%
Open Case : -

Smart Cable issue : -

(

Clear detections )

(

Disconnect BLE )
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Screen presentation

3.3. Lock management

The 2 first reported status are:

Status............cceeen. Lock current situation (Locked / Unlocked)
Smart Cable.............. Cable insertion situation in the locking
slide

The 3rd item is a timeout setting after which the device will
automatically relock after a Temporary Unlock operation (see
below).

The buttons below are respectively:

Refresh Infos............ Read status again from the device
Unlock...................... Sending Unlock command
Lock..........ccccuveennn.n. Sending Lock command

Temporary Unlock ...Sending timed opening command (with
the delay configured above)

NOTE The Lock/Unlock commands use the USER ID
configured in the screen Status.

Lock

==  Management
«ia»

Status: Locked

Smart Cable: In

Delay before Auto-RelLock: 10s

( Refresh infos ]

( untock ) ( Lock )

( Temporary Unlock ]

NOTE The Bluetooth icon will turn blue when the application communicates with the product during the

different commands.

The different statuses presented on this page are updated periodically.
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BRINGING SENSE TO WIRELESS Screen presentation

3.4. Profile management

This screen permits to launch a LoRaWAN JOIN request by
clicking on the JOIN Request button. If the ACS-Padlock-Il is PrOfile

already JOINed, clicking on this button will make it launch the ——
JOIN procedure again. — management
The Change mode button aims to switch between the
operation mode ("Run Mode") and the Standby mode
("Storage Mode"). ( JOIN )
The Factory Reset button allows you to return the device to R UNJOINED
its default configuration. \_ equeSt >
( Ch s
ange | Storage
Clicking on Save config profile will prompt the user to enter a g Mod 9
file name that will contain the current device configuration i mOde ) ode
profile.
Clicking on Load config profile will allow the user to choose a
previously saved file in order to load the configuration into FaCtory Reset
the device. \
f )
Save config profile
. J
Reminder of JOIN OTAA sequence
4 N
Load config profile
. J
lJOIN
request
A
6-7sec
N INSTALLATION NOK
6-7sec
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Screen presentation

3.5. Transmission setup

This page allows you to force an immediate sending
(according to configuration) of a STANDRD KEEP ALIVE
FRAME (Frame header 0x6D) by clicking on the LoRaWAN
button.

NOTE This button is only active if the device is
actually JOINed.

It is also possible to choose the automatic sending periods
of STANDARD KEEP ALIVE and STANDARD TECHNICAL
FRAME frames with the associated drop-down lists.

ATTENTION Don't forget to click on the blue Bluetooth
icon to apply the changes.

Transmission

Setup
(<>)

Send

( LoRaWAN)

Keep alive period (min)

60min

Technical frame period (h)

24h
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Screen presentation

3.6. Event setup

This screen permits to view the events management, whether
they are just logged or also sent by the LoRaWAN network.

NOTE Open case and Cable Cut events are not
accessible because their activation is
mandatory.

Events Setup @

(<>)

Send

Log LoRa

Open case @ @
Cable Cut @ @
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Screen presentation

3.7. TAP setup

This screen allows you to enable or disable the TAP function.

The Tap tilt reference init button permits to initialize the tilt
reference in the current position of the device.

It is also possible to modify the PIN CODE used by the
product to calculate the TAP codes.

The Calculated codes are recalculated when the PIN Code is
modified (based on the current date and a max digit of 1-5).

ATTENTION Don't forget to click on the blue Bluetooth
icon to apply the changes.

= TAPSetup ()
(<>)

Send

' N

TAP

(. J

(i )
TAP tilt reference init

- J

Configuration

Change PIN Code: ¢ ****

Calculated codes
Temporary TAP code: 5133
Daily TAP code: 4243
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Screen presentation

3.8. Cable management

This page displays the Smart Cable ID.

The user also has the option to initiate a Smart Cable
replacement procedure. When clicking on the Replace
Smart Cable ... button, a pop-up will appear to inform the
user of the procedure to follow.

Cable
Management

Cable ID: 0DDBODF20000009E

[ Replace Smart Cable ... ]
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